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ABSTRACT

Although aviation security is not a new phenometwthe world,
current threats are much more sophisticated suel ithis

extremely difficult to detect possible threats efrorism without
severely hindering passenger life style. In order provide
adequate security, a much more sophisticated btejiand fast
screening technique is needed for passenger imatidih and
baggage examination. In this paper we have propcmed
intelligent security technology system that prosidéne civil

aviation authority with maximum security whilst rimising

adverse impacts on airlines and airport operati®hs. proposed
system uses appropriate image processing technideatire
extraction and artificial neural networks for déieg illicit

objects in hand luggage.

1. INTRODUCTION

Increased security in the aftermath of the 9/1acktin the
United States of America has lead to added coragesti
airport terminals, delays, inconvenience, moreriggins

on carry-on luggage, a sense of anxiety, and samastia
breach of privacy amongst the public. All theseiymadd
cost to air-travel and thus have an impact on socio
economic factors.

It has almost become an acceptable norm that hdsdre
flights have been recalled to terminals after beimgoorn,
numerous occasions of evacuation, passengers kexhec
or even asked to strip-off [1]. Airports and aiftraave
significantly upgraded their security machinery and
mechanisms, and where regional airports cannotrcaffo
these, they shutdown. Passengers frequently neelettk
relevant “travel warnings” and be prepared for any
unexpected event to occur in the name of “terrcrism
“security”.

All these extra measures attempt to give a senseafrity

to the public and to build confidence that air-tlais now
safe. However, security experts know too well ttee
current measures are far from adequate to prevent a
possible future terrorism threats [2]. The realdythat
more than 1 billion suitcases, an average of 3.Bami
daily, will have to be scanned in the USA alone [Phe

latest and fastest "InVision" technology can scan
approximately 128-542 bags/hour - roughly two
planeloads per hour [3].

In order to provide appropriate security, a muchreno
sophisticated, reliable, and fast screening teclaids
needed for passenger identification and baggage
examination. The responsibility for checking is Viba
reliant on the capability of the scanning machiaed the
skills of the operating personnel. Most scannergewe
originally designed for detecting specific itemsclsuas
explosives, contra-band, and metals to satisfyritgcand
customs needs. Modern security threats can easilgpe
the scanners, mainly due to the lack of detectmlityaand

the inability to easily incorporate any additiorsdcurity
information into the detection mechanism.

2. SECURITY SCREENING TECHNIQUES

Any security screening solution, either passenger o
luggage inspection, needs to satisfy a number iof ve
stringent criteria, including:

0] a very high level of accuracy

(i) reasonably fast operation and

(iii) acceptability with the public

Knowledge of simplified X-ray technology is neceyst
understand the security detection problem. When an
accelerated electron passes through a potenti@relifce
and is suddenly stopped by an object, the kinetérgy of
those electrons is converted to heat and X-raye Th
characteristic emission of electro-magnetic wawegsedds

on a number of factors, including the property lué type

of target (solid) material. Thus, the measured spaxf the
radiated photons enable us to characterise theettarg
material, such as atomic composition, density and
thickness. There are many types of X-ray detectors
available. All use some physical effect of X-rayroatter.
Conventional X-ray screening systems at airportasuee
attenuated X-ray energy after it passes througtaarsng
object. Using high-resolution grey scale imagese th
security operator can identify weapons and contrdba



items, with a prior knowledge of characteristic =
[4][5]. New X-ray imaging systems at airports uheal-
energy analysis to estimate the atomic numbers of
materials in the passenger baggage [6][7]. Thishoukt
obtains a measure of the density and thicknesshef t
material. Several approaches have been proposeld,asu
transmission scattering and computer tomography, to
separate objects in complex images so that an atéoim
Explosives Detection System (EDS) can be devel¢®kd
Advanced X-ray luggage inspection systems are based
scattered X-ray energy imaging techniques, whioregi
better results, particularly in detecting plastiplesives

[9].

Substantial improvements are required in existing
techniques to meet the current security needs ][2][&
more reliable detection mechanism, with low false
positives, at an acceptable speed is a real rdsearc
challenge. Some of the proposed solutions to aemesre
reliable detection require enormous computational
overhead [10][11]. Those techniques try to recamtsta
more precise 3D object using computed tomograpfy) (C
3D information [8][10]. Although application of 3D
imaging is currently being widely used in the medliand
environment industry, only recently has 3D imagbeen
applied to X-ray machines for aviation security.

Any analysis of the procedures involved in digi¥atay
screening technology may be classified into 3 npeirts:
segmentation, feature extraction, and classificatome

of these incorporate technigues developed and fmed
other applications.

2.1. Segmentation

Various forms of noise normally degrade X-ray inmge
[12]. The raw image is, therefore, processed using
number of algorithms, which enhance the qualitythaf
image, without removing any salient features suclkedge
information. The refined image pixels are then segted
to form regions that have some form of homogenkity
terms of grey levels or some other significancee Th
effective segmentation technique really dependstien
type of application. Segmentation of images hambee
very mature area and highly efficient techniquegs ar
available [13]. Much of these techniques are deyeofor
handwriting recognition and face recognition profde

2.2 Feature extraction

When the region of interest (ROI) is identifiectire whole
image, features need to be extracted from the satgahe
images. Such features may include average greyl leve
values, rms values, standard deviation, entroma,adge
information, colour, texture features, shapes Etature
extraction is more complicated when the image has
overlapping objects. However, this problem is uual

addressed earlier in the detection process during
segmentation. When 3D image analysis is used, iaddlt
information such as cues on depth can be extracted.
Although feature extraction has been studied veglother
applications, more significant features need tideatified

for efficient detection of illicit materials [14]B][16].

2.3 Classification

Once significant features are extracted from Xinagges,
a good classification technique is needed to idenkie
target object with a quantified confidence levelisat this
information can assist the security operator in imglan
appropriate response. Classifiers ranging from fi&iail
Neural Networks (ANNS) to the discrete cosine tfarma
are used for image classification, shape recognitand
image retrieval. However the classification ratexinay
luggage scanning is well below satisfactory lev@lke
investigators' experience shows that ANNs can by ve
effectively used for feature extraction and clasaifon in
general [14][17].

2.3.1 Artificial Neural Networks

In the last two decades ANNs have emerged as puolverf
computational tools for analysing and learning ctaxp
non-linear patterns for the purpose of pattern hiagcand
classification. Due to their success in such aasagattern
recognition and prediction, ANNs have been apptec
large number of real world applications [18][19].

One methodology employed for teaching ANNSs is thfat
supervised learning. Supervised learning is basedao
direct comparison between the actual output of &NA
and the desired correct output, also known as dhget
output. One of the most successful supervised ilegrn
algorithms is the gradient descent-based optintpati
algorithm known as backpropagation (BP) [20], whish
used to adjust connection weights in the ANN itggdy in
order to minimise the error of the network.

Another popular ANN is the Hamming distance-based
network[14]. The typical Hamming network used for
classification has three layers. The network cowstain
input layer whereby the number of nodes is equahto
number of features. It has a category layer, wighreany
nodes as there are categories, or classes. Anty/fitreere

is an output layer, which matches the number ofesdd
the category layer. The network is a simple feeu+md
architecture with the input layer fully connectea the
category layer. Each processing element in thegoaye
layer is connected back to every other elemeniiénsame
layer, as well as to a direct connection to thepout
processing element. The output from the categomrlto
the output layer is done through competition. The
connection weights are first set in the input téegary
layer such that the matching scores generated by th
outputs of the category processing elements aral ¢gjthe



number of input nodes minus the Hamming distanzéise
example input vectors. These matching scores r&oge
zero to the total number of input elements andhagbest
for those input vectors which best match the ledrne
patterns.

2.4 Problemswith Existing Techniques

Research into the development of accurate Computer
Aided Screening (CAS) systems is important forftitare

of security screening. The main areas where comguti
technology may be applied is for the (i) automated
detection of dangerous explosives and concealegpansa
i.e. segmenting objects of interest, feature ettvacand
classification and (ii) the integration of current
qualitative/quantitative security intelligence st in the
detection process. Although systems exist thatyasal
spectra from neutron-based techniques for explesive
detection, there is a distinct lack of researclikambining
multiple features and classifiers for recognisinlicit
material in x-ray images. A thorough investigatafrthese
techniqgues would be beneficial for the overall cobje
detection problem in x-ray images and could contglto

an increase in speed, a decrease of false alarmis an
increased assistance to human screening operators.

Our proposed techniques address the problems figenti
above through the adoption and extension of pattern
recognition techniques in innovative ways.

3. PROPOSED TECHNIQUES

In this research we propose an intelligent taslerded
object detection system model, which is an imageta
computer aided screening system for inspecting -hand
luggage to provide the civil aviation authority kit
maximum security while minimising the adverse intpat
airlines and airport operations. The proposed sysi&
built mainly based on the following concepts:

* A novel object detection technique for locatinggitl
materials in cluttered x-ray imagery based on a
classification-based algorithm using features exéh
from the objects’ boundary and additional texture
information

* Integrating known intelligence data for enhancihg t
detection of illicit material

This proposed detection model incorporates thevidlg
novel techniques to enhance the accuracy and exifigi of
the overall detection process. They identify thprapriate
feature extraction technique, classification systamd a
mechanism to provide a confidence rating. The deamite
factor is derived by integrating the current setyudlert
level with the extracted information from x-ray iges.
The three main components of the proposed modeis ar

1. The complimentary extraction of shape and textur
information from grey-scale, x-ray images will
provide an accurate description of objects based on
local features. Both feature types will be investigl
separately, compared and integrated using
appropriate fusion techniques for the most effectiv
object representation.

2. A novel, classification-based technique emplgyin
multiple neural networks trained on illicit object
descriptions (features) shall be investigated for t
detection of illicit objects in x-ray images. The
automatic technique will provide the location oéth
illicit object along with a confidence rating tosast
human operators at luggage screening stations.

3. To assist in providing a confidence rating,
information obtained from an investigation of the x
ray image will be combined with known intelligence
data from security alerts to provide a more effexcti
convergence of evidence.

4. SYSTEM IMPLEMENTATION

4.1 System Overview and Feature Extraction

The main sub-tasks in this phase are to acquirestbgant
data for experimentation, to perform image segni&mta
and subsequently feature extraction. A number i€ases
will be packed with illicit objects embedded in non
threatening materials to simulate real-world candi. For
the purpose of limiting the scope of the invesimagnd in
part to address the urgent problem of detectingathr
objects that have played a part in recent terr@iticks
[21], the illicit objects will be limited to kniféike and
sharp objects (i.e. toe-nail clippers, box cuttets). An
initial database of twenty images of various suéca
configurations will be acquired using an x-ray miaeh
The x-rays will be scanned at high resolution aiodesl in

a digital grey-level RAW file format, waiting furén
processing.

Once obtained, the digital images will require
preprocessing to facilitate effective feature estim. For
this purpose, each image will need to be converbed
format that will facilitate image manipulation. Wieill
convert each image to a Grey-scale, portable grap m
(PGM) format. In the next step, images will all be
segmented with an existing mutli-threshold algornitf22].
The segmentation stage will enhance the image ab th
objects therein appear clearer and more easily
distinguishable for further processing. In further
processing, each image will then be passed to ae ed
detection technique using the Matlab image proogssi
toolkit in conjunction with supplementary software
available to the investigators.



Once initial processing is complete, a novel apghnofr
extracting features from the segmented images bell
investigated for providing adequate inputs to
classification schemes. The first feature to beaexéd will
be a modified “direction feature” that will buildno
previous work conducted by one of the authors for
character recognition [15]. This feature is basedtloe
shape of an object and uses boundary information to
calculate the directions of individual lines. It svhighly
successful when applied to the problem of character
recognition, however it will be extended to extraqtical
points invariant to translation, rotation and scals
proposed by Freeman [23].

The second feature will be used in a complimerfasiiion

to the direction feature, and will describe the tuex
representation of objects in the image. The “textur
feature” will build on previous work that the autbdave
undertaken for content-based image retrieval [Tdje
basic premise of the technique is that images are
transformed using a 2-Dimensional Fourier Transform
(2D-DFT). Only the magnitude coefficient matricee a
used for characterising the textures in the imafee
matrices are normalised, and are reduced in sipeotide

an adequate input vector for neural network trajnifhe
main output of the phase will be a comprehensivalise

of preprocessed digital images, and subsequently
appropriate features to be provided for trainingd an
subsequently testing in the next phase.

A high-level representation of the process from gma
processing through to feature extraction and object
detection may be seen in Figure 1.
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Figure 1: System Overview — Image Processing, Featu
Extraction and Object Detection

4.2 Neural Network-based Classifier

The success in applying ANNs to many real world
applications, including pattern matching and rediagm, is
the basis for their use in this project. ANN cléisss will

be trained on representations of objects in x-ragges.
The representations will be formed through varioosel
feature extraction techniques [14][15]. The classif will
then be integrated into a classification-basedesystor
determining the presence of illicit materials igdage.

The main tasks in this module include the trainofg
relevant classifiers and finally the development af
classification-based technique for detecting th@gects
in x-ray images. The ANN that will be adopted ftwet
process of classifying “direction features” will laefully
interconnected, feedforward ANN. The network wik b
trained using the backpropagation algorithm. Foe th
process of categorising texture features, anotyyee Df
feed-forward ANN will be used: The Hamming distance
based network.

Following the preparation of truthed data and sqbeatly
training, the networks will be provided with thestelata in
the form of input vectors representing unknown gaties
of the illicit and non-threatening objects. Thevnatks will
then have the ability to classify the objects
“threatening” or “non threatening” categories getiging
upon its trained data and outputting a confiderme &
given object. As more data becomes available, theah
network may be re-trained using further examples to
strengthen its classification ability.

The classification-based procedure will employ arsle
strategy through the scene (x-ray image) usingedfsize
moving window (Figure 1). The original image (x-ray
image) will be re-scaled to a number of differeites
whilst maintaining the size of the moving windowhid
will compensate for the variation in size of obgeit the x-
ray image. The image captured by the moving windbwa
particular instance will be preprocessed, featwrékbe
extracted and finally passed to the relevant diassi
(depending on the type of feature extracted). Ailtesf
this processing, either “Threatening” or “Non-theang”
will be output based on the confidence of the palar
classifier. At this stage the preliminary classfion-based
detection scheme will output confidences for twpety of
networks separately. In the next phase this raarinétion
will be processed further. Figure 2 shows the cphoé
presenting feature data to a single ANN for confie
output.

into
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Figure 2: ANN training/testing with two types offerres
4.3 Integration of Security Alerts

In the final module, further ANN experimentationliwe
required, along with fusion of classifier confidescand
finally the integration of “intelligence informatid into the
decision process. From Section 4.2, a prelimingsgesn
will be completed for detecting objects in x-rayeiges and
outputting classifier confidences. In order to d@btthe
highest accuracy in terms of the decision procestuts
from each classifier will be fused, based on arrayiag
and weighting system. Hence, to illustrate, if thessifier
trained with the direction feature produced a high
confidence value of a “threat object” and the texti@ature
classifier agrees with this assessment, the avevagkl be

a high value, and there would be a high probabhiligt the
object under examination is illicit. However, if eth
classifiers did not agree, the average confidenoeldv
provide a reasonable estimate which class an object
belongs to. However, instead of outputting a raw
confidence value, a system for delivering a qutilitaalert

is required to accompany the highlighted objectetasn
appropriate thresholds to effectively represensthetion.
The alert method chosen is based on fuzzy logi¢. [Pd
represent measures such as the degree in whictssifigr
considers an object a “threat”, fuzzy logic introda a set
membership function that maps elements to realegalu
between 0 and 1 inclusive. Fuzzy boundaries masebso
that if a classifier combination outputs a confidermf 0.8
(i.e. 80%), then the possibility of the object hgiitlicit
may be considered high or “high threat”. Howevéithie
confidence obtained falls between the region of &8
0.79, then the object may be deemed a “medium tthrea
This type of alert may require human interventian t
ascertain whether the object in question is agtumthreat
object. Overall, this qualitative output providessiaple
yet effective way for human operators to evaluate a
potentially threatening situation. Figure 3 depidtgs
concept of fusion.

To further increase accuracy, a weight value wid b
assigned to individual confidences, whereby the tmos
accurate classifiers (during training) could beegivhigher
weighting (i.e. multiplied by 1.1) during testiriginally, in
addition to fusing classifiers, this research idteto make

use of qualitative/quantitative information avalklirom
defence intelligence - information from the appra®
authorities on such matters as threats made aicylart
airports, or the expectation of specific objectsaogiven
day. These pieces of information could be usechtmece
weighting of confidences during fusion, to initistemore
exhaustive search on x-ray images or to give gyi¢oi the
detection of particular object types. Such inforimrathas
not been considered in existing models of CAS systbut
will be explored with specific cases during testiofgthe
entire system.

BP NN
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Fuzzy
Fusion Decision
> (Threat
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Figure 3: Fusion of Intelligence Information

5. CONCLUSIONS

National security has become one of the foremasteis of
concern that needs to be thoroughly addressed égy ev
nation, in particular the developed nations, white
playing an active role in counter terrorism. One¢haf areas
seriously affected is that of airline security, cfieally the
process of inspecting carry-on baggage. Recembgarch
has more urgently been directed towards the detecif
illicit materials such as explosives and concealedpons
in passenger luggage. The main objective has been t
provide the maximum security while minimising the
adverse impact of operations at airports.

In this paper, we have proposed an intelligentitlibbject
detection model, which incorporates the fusion ofrai
shape and texture information for efficient reprgéagon

of illicit materials. Then, an ANN-based classifica
system is proposed for the detection process. 3ystem
can also easily include any information from segualerts
for efficient operation.

The most common method for screening luggage at
airports is with the use of x-ray technology. There a
number of reasons why it is commonly adopted inicigd
safety factors and the fact that the technologywedl



understood and relatively inexpensive. As digitatay
technology becomes more prominent, and based on the
current state-of-the-art in image processing, featu
extraction and classification technology, the robé
computers in screening luggage will increase ineott
enhance manual screening procedures.
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